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NAVIGATING ROCKY WATERS: OFAC 
ISSUES FURTHER SANCTIONS 
COMPLIANCE GUIDANCE FOR SPOTTING 
AND ADDRESSING SANCTIONS EVASION 
IN THE MARITIME SHIPPING INDUSTRY  
 

Following the recent Price Cap Coalition's Advisory to the maritime industry 

published (which we covered here), on October 31, 2024, the U.S. Department of 

the Treasury's Office of Foreign Assets Control ("OFAC") issued further guidance 

to help the maritime shipping industry better identify and manage five common 

fact patterns reflecting possible sanctions evasion activity. 

A review of the detailed scenarios underscores the challenges of detecting 

sanctions evasion with perpetrators seeking to use whatever tools they have at 

their disposal to pursue business opportunities that the sanctions seek to prevent. 

What is helpful is OFAC's catalogue of recommendations that provide a good 

reminder and checklist for compliance and risk-mitigation measures: 

• Companies should look for "red flags" relating to AIS manipulation, 

including for example, misclassification of vessel and class of trade, long 

periods of interrupted or absent transmission, abnormal sailing patterns, 

manipulating data to disguise ship name, cargo, or location, falsified 

certificates or origin, or AIS "spoofing" of a ship's movements that 

misrepresent the ship's location and obscure the origin of certain cargo.  

• Be alert to counterparties who make sudden changes to shipping 

instructions with no explanation or refuse to provide clarification or 

additional information in response to reasonable requests. 

• Conduct additional due diligence regarding vessel ownership especially 

where there are complex ownership and management structures, shell 

companies, intermediaries, and escrow agents that could be used to 

conceal the end-use of the vessel. 

• Review current contracts to ensure that they contain sufficient sanctions 

exclusion clauses that (1) permit termination of agreements prohibited by 

U.S. sanctions; and (2) require counterparty compliance with such 

sanctions. 

• Have a response plan prepared in advance that can be activated when 

sanctionable activity is identified or suspected mid-voyage. 

https://ofac.treasury.gov/media/933506/download?inline
https://www.cliffordchance.com/content/dam/cliffordchance/briefings/2024/10/Refueled%20-%20Price%20Cap%20Coalition%20Issues%20New%20Advisory%20Focused%20on%20Sanctions%20Evasion.pdf
https://ofac.treasury.gov/media/933556/download?inline
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This guidance, and frequency of guidance, reminds maritime stakeholders 

involved in business subject to OFAC sanctions to be aware of prohibited 

transactions with blocked parties, property, and jurisdictions. It also specifically 

cautions non-U.S. persons against causing U.S. persons to violate, conspire to 

violate, or evade U.S. sanctions. Finally, non-U.S. persons may also be subject to 

U.S. secondary sanctions for transacting with blocked persons, property, or 

jurisdictions. As a result, all maritime stakeholders should regularly examine 

relevant sanctions regulations and update their sanctions compliance policies and 

controls.  



NAVIGATING ROCKY WATERS:  OFAC ISSUES 
FURTHER SANCTIONS COMPLIANCE 
GUIDANCE FOR SPOTTING AND 
ADDRESSING SANCTIONS EVASION IN THE 
MARITIME SHIPPING INDUSTRY 

  

 

 
  

  

 November 2024 | 3 
 

Clifford Chance 

CONTACTS 

   

David DiBari 
Partner 

T +1 202 912 5098 
E david.dibari 
@cliffordchance.com 

Michelle Williams 
Partner 

T +1 202 912 5011 
E michelle.williams 
@cliffordchance.com 

Jan van der Kuijp 
Associate 

T +1 202 912 5043 
E jan.vanderkuijp 
@cliffordchance.com 

   
   

   
   

 

 
 
 

This publication does not necessarily deal with 
every important topic or cover every aspect of 
the topics with which it deals. It is not 
designed to provide legal or other advice.     

www.cliffordchance.com 

Clifford Chance, 2001 K Street NW, 

Washington, DC 20006-1001, USA 

© Clifford Chance 2024 

Clifford Chance US LLP 

      

Abu Dhabi • Amsterdam • Barcelona • Beijing • 

Brussels • Bucharest • Casablanca • Delhi • 

Dubai • Düsseldorf • Frankfurt • Hong Kong • 

Houston • Istanbul • London • Luxembourg • 

Madrid • Milan • Munich • Newcastle • New 

York • Paris • Perth • Prague • Riyadh* • Rome 

• São Paulo • Shanghai • Singapore • Sydney 

• Tokyo • Warsaw • Washington, D.C. 

*AS&H Clifford Chance, a joint venture 

entered into by Clifford Chance LLP. 

Clifford Chance has a best friends relationship 

with Redcliffe Partners in Ukraine. 

  


